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C KaXIBIM TOJOM MOJIOJIC)KA B MHTEPHETE CTAHOBUTHLCS OOJIBINE, a MIKOJIb-
HUKH OJTHU W3 CaMbIX aKTUBHBIX IOJIb30BaTene Pyrnera. Mexmy TeM, MOMHUMO OT-
POMHOTO KOJTMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET U MPOOIeMBI. ITa MaMsITKa
JI0JKHA TIOMOYb Tebe 6€30MacHO HaXOAUTHCS B CETH.

KomrmbroTepHbie BUPYChI

KoMmmbroTepHslii BUPYC - 3TO Pa3sHOBUIAHOCTb KOMIIBIOTEPHBIX IPOTpamM,
OTJIMYUTENHHOU OCOOEHHOCTHhIO KOTOPOW SIBISIETCS CLIOCOOHOCTh K Pa3MHOKEHHIO.
B nmomosiHeHHME K 3TOMY, BUPYCHI MOTYT TOBPEAUTH WJIM TOJHOCTHIO YHUUYTOKUTH
Bce (pailyibl U JaHHBIC, TOIKOHTPOJIBHBIC TIOJE30BATEII0, OT UMEHH KOTOPOTO ObLiIa
3amylieHa 3apakeHHas MporpamMma, a TakXKe MOBPEIUTh WU JaKe YHUUYTOKUTH
OTIEPaIlMOHHYIO0 CHUCTEMY CO BceMH ailiaMu B 11eJIoM. B OOJBIIMHCTBE Cily4yacB
PacIpoCTPaHSIOTCS BUPYCHI UepPe3 HHTEPHET.

MeTob! 3alTUThI OT BPEIOHOCHBIX IMPOTPaAMM:

1. Ucnonw3yii cOBpeMEHHBIE OMEpPAIMOHHBIE CUCTEMbI, UMEIOIINE CEepPbe3-
HBIM YPOBEHB 3aITUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. IlocTossHHO ycTaHaBnuBail madtu (IUGpPOBBIC 3aIIaTKH, KOTOPHIE aBTO-
MaTHYECKH yCTaHABIIMBAIOTCS C IENIBI0 JOPAaOOTKH IPOrpaMMbl) M Apyrue oOHOB-
JIEHUsI CBOCH omeparmoHHON cucTteMbl. CkauynBail MX TOJBKO ¢ OMHIIHATBLHOTO
caiita pazpaborunka OC. Ecnu cymecTByeT pekuM aBTOMATHUYECKOTO OOHOBIIE-
HUSI, BKIIFOYH €T0;

3. Paborail Ha cBoeM KOMITIbIOTEpE MOJI TTpaBaMM MOJIb30BaTENs, a HE aJIMU-
HUCTpATOpa. ITO HE MO3BOJIUT OOJBUIMHCTBY BPEIOHOCHBIX MPOrPAMM MHCTAILIIH-
POBAThCS HA TBOEM TIEPCOHATLHOM KOMIIBIOTEPE;

4. Vcrionb3yil aHTUBUPYCHBIC TPOTPAMMHBIC TPOAYKTHI U3BECTHBIX MPOU3-
BOJUTENEH, C aBTOMAaTHYECKUM OOHOBJIEHHEM 0as3;

5. Orpannyb PU3NYECKUN JOCTYI K KOMITBIOTEPY JJI TOCTOPOHHUX JIUIL;

6. Mcnons3yii BHEIIHUE HOCUTENTW WH(OpMAIuu, Takue Kak ¢uieiika, JUCK
uin (aiiin U3 MTHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,



/. He oTkpbIBail KOMIbIOTEpHBIE (DAL, TOTyYEHHBIE U3 HEHAIEKHBIX HC-
TOYHHMKOB. Jlaxke Te (pailyibl, KOTOpbIE IpHCIIad TBOW 3HAKOMBIN. Jlydlie yTouHu y
HEro, OTIPABIISI JIU OH TeOe uX.

Cetu WI-FI

Wi-Fi - 310 He BU ITepeayu TaHHBIX, HE TEXHOJIOTHS, @ BCETO JIMIIb OPeHI,
Mapka. Eme B 1991 romy Humepnanackas KOMITAHUS 3apeTUCTpHUpoBaia OpeH.
"WECA", uro o6o3nauaio cnoBocoueranue "WirelessFidelity", koTopsiif mepeBo-
JUTCS Kak "OecrpoBOHAS TOYHOCTS".

Jlo Hamero BpeMeHu JIouia apyras abopeBuarypa, KOTopas sSBIJISIETCS TAKOM
XKe TexHojoruen. I1o abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C Ha-
MEKOM Ha CTaHJapT BbIcied 3BykoBoM TexHuku Hi-Fi, 4To B mepeBojie o3Havaer
"BBICOKAsi TOYHOCTD .

Ja, OecraTHBIM MHTEPHET-I0CTYI B Kade, OTeNsAX U adpornopTax sIBISETCS
OTJINYHOW BO3MO>XHOCTBIO BBIXOJA B MHTEpHET. HO MHOrHWe 3KCHEpThl CUHUTAIOT,
yT0 00mienocTymnubie Wi-Fi cetn He sIBISIIOTCS 0€30MaCHBIMH.

CoBeTsl 110 0e30macHOCTH paboThl B 00meaocTynHbIX cetsix Wi-fi:

1. He nepenapaii cBOrO JTUUHYIO HH(OPMALIHIO Yepe3 odmieaoctymasie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJUTDH MApOJId JOCTYIIA, JJOTUHBI U KaKue-
TO HOMEPA;

2. Vicionp3yil 1 OOHOBIIANM aHTUBUPYCHBIE IpOrpaMMbl U Opanamayep. Tem
CaMbIM Thl 00€30MacuIllb ce0sl OT 3aKa4Ky BUPyCa Ha TBOE YCTPOICTBO;

3. [Ipu ucnonbzoBanuu Wi-Fi otkiroun gyskiumio "OO6mmil noctyn K ¢ai-
nam u npuHTepam". [lanHas GyHKIMS 3aKpbiTa MO YMOJIYAaHUIO, OJTHAKO HEKOTO-
pBI€ TOJIH30BATENM AKTUBUPYIOT €€ JJIS yA00CTBAa MCIHOJB30BaHUS B pabOTe WM
yuebe;

4. He ucnone3yit nyomuunsiidi WI-FI nns mepenauu NUYHBIX JTAHHBIX, Ha-
npuMep Uil BBIXOJIa B COLMANIBHBIE CETH WX B 3JIEKTPOHHYIO TIOUTY;

5. Ucnonb3yit Tosibko 3amuiieHHoe coequnenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoaAU uMeHHO "https://";

6. B MoOmbHOM Tenedone otkimoun Gynkiuio "[logkmouenue k Wi-Fi aB-
toMatudecku'". He momyckait aBTOMaTM4E€CKOro MOAKIIOUYEHMS] YCTPOMCTBA K ce-
TsiM Wi-Fi 6e3 TBoero coracwusi.

CouunanbHbIe CETH

ConuanbHble CETH aKTUBHO BXOJISIT B HAILy YKU3HB, MHOTHE JIFOJIA PA0OTAIOT
U KUBYT TaM MOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIILTHAP/T YETOBEK,
YTO SIBJSIETCS OJJHOW CEAbMOW BCEX >KUTEJICH IUIAHEThl. MHOIrME MOJb30BaATENN HE
MOHUMAIOT, YTO WH(pOpPMAIHs, pa3MelieHHass UMH B COITMAIBHBIX CETAX, MOXKET
OBITH HalJIEHA W MCIOJh30BaHA KEM YTOJIHO, B TOM YHCJE HE 00s13aTenbHO ¢ Oa-
TUMU HAMEPECHUSIMU.

OcHOBHBIE COBETHI 110 0€30MACHOCTH B COIUAJIBHBIX CETSX:

1. Orpanuub cnucok apy3eil. Y Tedst B Ipy3bsAX HE JIOJDKHO OBITH Cllydaii-
HBIX U HE3HAKOMBIX JIIOJICH

2. 3amuinai CBOI 4YacTHYIO *u3Hb. He ykasbiBail maposu, TenedoHsl, ajape-
ca, JaTy TBOETO POXKJCHUS U JIPYTYIO JUYHYIO HUH(POPMAIUIO. 37I0YMBIILICHHUKA
MOTYT UCIIOJIb30BaTh Ja)ke MH(OOPMAIIUIO O TOM, KaK Thl U TBOU POJUTENH IIAHU-



pyeTe NPOBECTH KaHUKYJIbI;

3. 3anminaii cBOIO penyTalMio - JEpKU €€ B YUCTOTE U 3a7aBail cebe Bo-
Ipoc: XOTeN ObI ThI, YTOOBI APYTHE MOJB30BATEIN BUAEIHN, YTO Thl 3arpysKaclib?
[Togymaii, mpex/ie 4eM 4TO-TO ONMyOJMKOBATh, HAIIUCATh U 3arpy3UTh;

4. Ecnu Thl TOBOPHIL C JIFOAbMH, KOTOPBIX HE 3HAELIb, HE UCIIONB3YH CBOE
peaibHOE UMS U JPYTYIO JIMYHYI0 HHQOPMAIMH: UMs, MECTO KUTEIbCTBA, MECTO
y4eObl ¥ poYee;

5. Uzberaii pasmenenus gororpaduii B IHTepHeTe, re Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOYKHO OIPEACIIUTH TBOE MECTOIOJI0KEHHUE;

6. IIpu perucrpauyu B cOUMANIbHON CETU HEOOXOIUMO HCIOJIB30BaTh CIIOXK-
HbIE IAPOJIH, COCTOSIIINE U3 OYKB U LU(DP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee 8;

7. Jlns counanbHOW CETH, MOYTHI U IPYIMX CalTOB HEOOXOJIUMO HCIIONB30-
BaTh pasHble napoiu. Toraa ecnu Te0s B3IOMAIOT, TO 3JIOYMBIIJICHHUKH MOJIy4aT
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE IEHBIU

DNEeKTPOHHBIE JEHBIH - 3TO OYEHb YAOOHBIN CrIOCO0 MIaTeXei, OTHAKO Cy-
HIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTST IMOIYYUTh ITH I€HBIU.

DNEeKTPOHHBIE IEHbI'M MOSBUIIMCh COBCEM HEJIABHO M UMEHHO M3-3a 3TOTO BO
MHOT'MX TOCyAapcTBax 0 CHX MOp HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (GyHKIMOHUPYIOT U O HUX YK€ IPOIKCAHO B 3aKOHE, IJIe
UX Pa3leisaloT Ha HECKOJIBKO BHJIOB - AaHOHMMHBIE U HE aHOHHMMHBbIE. PazHuna B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTh onepanuu 0e3
UCHTU(UKALIMY T10JIb30BATENs], @ B HE aHOHUMHBIX UACHTU(UKALMS M0JIb30BaTe-
JIs1 SIBJSIETCSI 00SI3aTENBHOM.

Taxoke cienyer pa3nuyarh 3JEKTPOHHBIE (UATHBIE JEHBIU (paBHBI TOCYy1ap-
CTBEHHBIM BaJIIOTaM) W JJICKTPOHHBIC He(pUATHBIC JCHLI'M (HE paBHBI TOCYyHapCT-
BEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 O€30MaCHOI padoTe C NEKTPOHHBIMH JIEHbraMU:

1. IlpuBsoku Kk cuety MOOMIIBbHBIN TenedoH. DTO camblid yI0OHBINA U OBICT-
pBIif CIOCOO BOCCTAHOBUTH JIOCTYM K cueTy. [IpuBsizaHHbINA Tene@oH TOMOKET, ec-
71 3a0yJIelIb CBOM IMJIATEKHBIN Mapoiib WIHM 3aiIelb Ha CAalUT ¢ HE3HAKOMOTO YCT-
POMCTBA;

2. Vcnonb3yii omHopa3oBeie apoiu. [locie nmepexoja Ha yCUIICHHYIO aBTO-
pu3anuio Tedbe yxxe He OyJIeT yrpokaTh OIMAaCHOCTh Kpa)ku MJIM NepexBaTa IiaTex-
HOT'O IapoJIs;

3. Boibepu cnoxunblii maponb. [IpectynHukam OyneT He MPOCTO yraaaTh
CJIOXHBIN naposib. HamexHbie maposu - 3T0 MapoJid, KOTOpPbIE COJEpKaT HE MEHEe
8 3HAKOB M BKJIIOYAIOT B c€0s CTPOUYHBIE M MPOMUCHBIE OYKBBI, TU(PHI U HECKOJIb-
KO CUMBOJIOB, TaKHe€ KaK 3HaK Jiojuiapa, (pyHTa, BOCKIUIATEIbHBIN 3HaK U T.1. Ha-
npumep, $tRONg!;;

4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSICILIb.

DJIEKTpOHHAs 110YTa

DNEeKTpOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEJOCTABISIEMbIE €10 YCIYTH MO
MEPECHUIKE U MOJIYUYCHHUIO 3JIEKTPOHHBIX COOOIICHH, KOTOPbIE PacCHpeeIsitoTCs B
KOMIIBIOTEPHOU ceTr. OOBIYHO AJIEKTPOHHBIN MOYTOBBIN SIIUK BBITIISIAT ClIe-



AyomuM o0pa3oM: UMS_TOIb30BaTesA(@UMs_AoMeHa. Takxke KpoMe mepenadu
MIPOCTOTO TEKCTa, UMEETCSI BO3MOXKHOCTD TepeaBaTh (ailiibl.

OcHOBHBIEC COBETHI 10 O€30TaCHOM Pab0Te C IECKTPOHHOU MTOYTOM:

1. Hago BeIOpaTh mpaBUJIBLHBINA MMOYTOBBIN cepBHC. B MHTEpHETE €CTh Or-
POMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JYYIlEe AOBEPSATH TEM,
KOT'O 3HACIIb U KTO MEPBBII B PEUTUHTE;

2. He yka3pIBaif B TMUHOM MMouTe JU4uHyI0 uHGopmalu. Hanpumep, mydrie
BBIOpaTh "My3bIKaIbHBINA (haHaT@" wim "pok2013" BmecTo "Temal3";

3. Hcnonb3yii ABYX3TallHYI0 aBTOPU3AIMIO. DTO KOTJa MOMHMO Iapois
HY>KHO BBOJIUTbH KOJI, MpUChUIaeMbIid 10 SMS;

4. Bp1Oepu CIOXKHBIN Naposib. [[J1s1 KaX10ro NOYTOBOIO SIIIMKA JOJKEH ObITh
CBOU HAJIC)KHBIM, yCTOWYMUBBIM K B3JIOMY [1apOJIb;

5. Ecnu ecTh BO3MOXKHOCTH HamucaTh CaMOMY CBOM JIMUHBIN BOMPOC, UC-
MOJIb3YH 3Ty BO3MOXKHOCTb;

6. Vcrnonb3yii HECKOIBKO MOYTOBBIX SIIMKOB. [lepBbIil /uist yacTHOM mepe-
MUCKU C aJIpecaTamu, KOTOPBIM Thl IOBEPSIEIIb. JTO JIEKTPOHHBIA apec HE HAJ0
UCIIOJIb30BaTh MPU PErUCTpaliy Ha GopyMax M calTax;

/. He oTkpbiBail (ailnbl U Apyrue BIOKEHHS B MUCbMaXx, JAXe €CIM OHU
MPUIUIA OT TBOUX Apy3el. Jlydlie yTOuHH y HUX, OTHPABISIIM JU OHU TeOE ITH
(aiiibl;

8. Ilocne oxoHuUaHusi pabOTHI HA TMOYTOBOM CEPBHUCE IMEpel 3aKpPHITHEM
BKJIAJKU C CAaTOM He 3a0y1b HaxkaTh Ha "BeiiTu".

KubepOyuiiHT Uil BUPTYyaabHOE U3/1€BATEIHCTBO

KubepOyuHr - npecienoBaHue COOOIIEHUSIMH, COIAEPKAIMMU OCKOpOJIe-
HUS, arpecculo, 3alyruBaHue; XyJUTaHCTBO; COLUAIbHOE OOMKOTHUPOBAHUE C MO-
MOIIBIO PA3JIUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOPKOE ¢ KUOEPOYIITMHTOM:

1. He 6pocaiics B 60ii. JIyummii cioco6: mOCOBETOBAThHCS Kak ce0s BECTH U,
€CJIM HET TOro, K KOMY MOKHO OOpaTHThCS, TO BHa4daye yCHOKOWThCS. Ecimu Thl
HaYHEeIIb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO eIle OoJiblie pa-
30KKEIIh KOH(JIUKT;

2. Ympanisiii cBoel KubeppemnyTaimei;

3. AHOHMMHOCTh B ceTu MHUMAas. CyIIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIUTAHCKUN 00pa3 BUPTyajdbHOUW >ku3HU. MHTEpHET
dbukcupyeT BCe TBOM JCHCTBUSA W COXpaHSET MX. Y AaUTh UX OyneT KpahHe 3a-
TPYAHUTENHHO;

5. Coburof1ait CBOIO BUPTYAIBbHYIO YECTh CMOJIOAY;

6. Urnopupyit enuanunbiii HeratuB. OHOPa30BbIe OCKOPOUTEIBHBIE CO00-
[MIEHUs JIydllle UTHOpUpoBaTh. OOBIYHO arpeccHsi MpeKpauiaeTcss Ha HayalbHOU
CTaJIuu;

/. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMHU, B
COLIMAJIBHBIX CETSX €CTh BOZMOXKHOCThH OJIOKMPOBKH OTIIPABKU COOOILIEHUH € ompe-
JIEJICHHBIX aJIPECOB;

8. Ecnu TbI cBHIeTENh KMOEPOYIIMHTa. TBOM IEWCTBUS: BHICTYIUTh IPOTUB



IIpeciieI0BaTeNs, M0Ka3aTh €My, YTO €ro JEHCTBUS OLEHUBAKOTCS HETaTUBHO, MO -
JepKaTh KEPTBY, KOTOPOM HyXHa ICHXOJIOTMYECKasi MOMOIIb, COOOIIUTH B3pOC-
JBIM O (haKTe arpeCCUBHOTO MOBEJCHUS B CETH.

MoobwunbHbIH Tenedon

CoBpeMeHHbIe CMapT(OHBI U TJIAHIIETHI COIepKaT B c€OE BITOJTHE B3POCIIBIN
(YHKIIMOHAJ, U TEeNEpb OHU MOTYT KOHKYPHPOBATh CO CTAI[HOHAPHBIMU KOMIIBIO-
Tepamu. OJIHAKO, CPEIACTB 3aUIUTHI I MOJOOHBIX YCTPOMCTB MOKA OYEHb MAJIO.
TecTupoBaHHE U MOUCK YSA3BUMOCTEN B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, KAaK
s TIK, To e caMoe kacaeTcsi U MOOMIIBHBIX MPUITOKEHUH.

CoBpemeHHble MOOUIIBHBIE Opay3ephl yxkKe MPaKTHUECKU JTOTHAIN HACTOJb-
HbI€ AHAJIOTHM, OJHAKO pacliMpeHue (PyHKIMOHAlla BIIeYeT 3a OO0 OO0JBIIYIO
CJIO)KHOCTh M MEHBIIIYIO 3aIIUIIEHHOCTb.

Jlanieko He Bce NPOM3BOJUTENN BBIMYCKAIOT OOHOBJICHUS, 3aKpPbIBAIOLIUE
KPUTUYECKHUE YS3BUMOCTH JIJISl CBOMX YCTPOUCTB.

OCHOBHBIE COBETHI 111 O€30MMACHOCTH MOOUIILHOTO Tee(oHa:

Huuero He saBisieTcst mo-HacTosimieMy OecrlaTHBIM. Bynb 0CcTOpoXeH, Beb
Korja Tede npeayiaratoT OeCIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKHe-
TO IJIATHBIE YCIYTH;

Hywmaii, npexze uem oTnpaBuTh SMS, ¢oro wim Buaeo. Trel TOUHO 3HAEIIb,
r7i€ OHU OyJyT B KOHEUHOM UTOTrE?

Heo6xo01uMo 0OHOBIISATH OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;

Hcnonb3yit aHTUBUPYCHBIE POTPAMMBI J1J11 MOOMIIBHBIX TeNe()OHOB;

He 3arpyaii npwIoKeHUsI OT HEU3BECTHOTO MCTOYHHUKA, BEJb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUEHHUE;

[Tocne Toro kak ThI BBIMACIIb C CalfTa, T/I€ BBOAWI JUYHYIO MH(POPMAIIUIO,
3aiiii B HACTPOUKHM Opay3epa u ynanu cookies;

[lepuonnuecku mpoBepsii, KaKue MIATHBIE YCIYTM aKTUBUPOBAHbBI Ha TBOEM
HOMEDE;

JlaBaii cBOll HOMEp MOOMJIBHOTO TelePOHA TOJNBKO JIHOJSAM, KOTOPBIX ThI
3HAelllb U KOMY JI0BEpSEIIb;

Bluetooth momkeH ObITH BBIKITIOUEH, KOTJIa Thl UM HE MoJib3yenibcs. He 3a-
ObIBaif MHOT/IA MPOBEPSITH ITO.

Online urpst

CoBpeMEHHBIE OHJIAMH-UIPBI - 3TO KPACOYHBIE, 3aXBaTHIBAIOIME pa3Bieye-
HUS, OObEIMHSIONINE COTHU THICAY YEJIOBEK MO BceMy Mupy. Urpoku uccieayror
JTAHHBIA UM MUp, OOIIAIOTCA JIPYT C IPYTOM, BBITIONHSIOT 3aJaHUsI, CPAKAIOTCS C
MOHCTPaMH M TOJIy4alOT OMNBIT. 32 YJOBOJIBCTBHE OHM IUIATAT: MOKYHAIOT JIUCK,
OTIAYMBAIOT A00OHEMEHT WJIH MPUOOPETAIOT KaKUe-TO OIIIUH.

Bce atu cpeactBa uayT Ha NOJAEpKaHUE U PA3BUTHE UTPhI, @ TAKKE HA camy
0€30MacHOCTh: COBEPILICHCTBYIOTCSI CUCTEMbI aBTOPU3allUU, BBITYCKAIOTCS HOBBIE
naTyu (LU@poBbIe 3aMIaTKU ISl MPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nomo0HBIX Urpax CTOUT OMacaThbCs HE CTOJIBKO CBOMX CONEPHHUKOB,
CKOJIbKO Kpa)Xd TBOEro IapoJig, Ha KOTOPOM OCHOBAaHA CHCTeMa aBTOPU3ALUU
OOJILIIIMHCTBA UTP.
OCHOBHBIE COBETHI IO O€30MaCHOCTH TBOETO UTPOBOI0 aKKAyHTa!



1. Ecnu apyroit urpok BeAeT cedsl MI0X0 WK co3/1aeT Te0e HEeMPHUITHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB;

2. [loxanyiics aIMUHUCTpATOPaM UTPhI Ha MJI0X0€ MOBEJACHHE 3TOTO UTPO-
Ka, KEeJaTeIbHO MPUIIOKUTh KaKUe-TO JI0Ka3aTeIbCTBA B BUJE CKPUHOB;

3. He ykaspiBail tnuHyto nHGOpMAIKIO B TIpodaiijie urphl;

4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBait HeouIianbHble TATYH U MOJIBL;

6. Mcrionb3yil ClIoKHBIE U pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKJIOYaTh aHTUBHpYyC. [loka Thl urpa-
€lllb, TBOW KOMITBIOTEP MOTYT 3apa3UTh.

OUIIMHT WK KpaXka JIUYHBIX JAHHBIX

OObIYHOM KpaXkel JIeHer M JIOKYMEHTOB CETOJHS YK€ HUKOTO HE YIAWBHUIIIb,
HO C Pa3BUTHUEM HMHTEPHET-TEXHOJIOTH 3J0YyMBIIUICHHUKHA TEPEMECTIIINCh B WH-
TEPHET, U MPOJIOJLKAIOT 3aHUMATHCA " TIOOMMBIM" JIEJIOM.

Tax mosBUnach HOBas yrpo3a: MHTEPHET-MOIICHHWYECTBA WM (DUIIIMHT,
rJIaBHAA 11€7Tb KOTOPOTO COCTOUT B MOYYCHUN KOH(DUICHITNAIBHBIX JaHHBIX MOJb-
30Baresiel - JOruHOB M mnaposieid. Ha anrnmiickom s3bike phishing unrtaercs kak
¢ummHr (ot fishing - peiOHas o, password - mapois).

OCHOBHBIE COBETHI 10 OOPHOE C PUILIUHTOM:

1. Cnean 3a cBoMM akkayHTOM. Eciu ThI mo/103peBaciiib, YTO TBOS aHKETa
ObLJa B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKHPOBATH €€ U COOOLIUTh aIMUHUCTPATO-
paM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonb3yii Ge3onacHble BEO-CailThl, B TOM YMCIIE, MHTEPHET-Mara3uHoB U
IIOUCKOBBIX CUCTEM;

3. Vcnone3yii crnoxkHble W pa3Hble mapoiu. Takum oOpasom, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBILIUJIEHHUKH IOJIy4aT JOCTYI TOJIBKO K OJIHOMY TBOEMY IpO-
¢buITI0 B CETH, a HE KO BCEM;

4. Ecnu 1e0s B370Malid, TO HEOOXOAUMO MPEAYIPEAUTH BCEX CBOUX 3HAKO-
MBbIX, KOTOpbIE 100aBie€Hbl y T€0S B JAPY3biX, O TOM, 4TO T€OS B3JIOMalu U, BO3-
MOKHO, OT TBOETO MMEHU OYIEeT pacchulaThCs CIaM U CChUIKM Ha (DUITMHTOBBIC
CalThI;

5. Vcranosu HagexHbii naposb (PIN) Ha MOOMIIBEHBIN TenedoH;

6. OTKiIr04YM coXpaHeHHe naposisi B Opaysepe;

7. He oTkpsiBail (aitibl U Apyrue BIOKEHHS B MUChMax, JIaXKe €CIIM OHU
OPUILIUIA OT TBOMX Jpy3el. Jlyuine yTouHH y HUX, OTIPABISUIM JU OHU TeOEe ITH
(aibl.

[Mudposas pemyranus

[Mudposas pemyTarusi - 3TO HETaTUBHAS WM TMO3WUTHUBHAs WHPOpMAIUS B
cetu o Tebe. Komnpomerupyromias uapopmanusi, pa3MenieHHass B UHTEpHETE, MO-
KET CEPhE3HBIM 00Pa30M OTPA3UThCS Ha TBOEH peanbHoM ku3HH. "l{udposas pe-
myTarus” - 3T0 TBOM UMUK, KOTOPBIH (opmupyercs u3 uHbopmanuu o tede B
MHTEpPHETE.

TBOE MecTO KUTEILCTBA, Y4eObl, TBOE (DMHAHCOBOE MOJIOKEHUE, OCOOCHHO-
CTH XapaKTepa U paccKasbl O OJIM3KHX - BCE 3TO HAKAIIUBAETCS B CETH.

MHorue moApOCTKH JISTKOMBICJICHHO OTHOCATCS K ITyOJIMKAIMK JIMYHOW WH-



dopmanu B MlHTEpHETE, HE MOHMUMAsi BO3MOKHBIX TOCIEACTBUN. Thl maxke He
CMOKEIIb JIoTafaThcsi 0 ToM, 4To dotorpadusi, pa3MelnieHHas 5 JeT Ha3al, cTajia
NPUYUHOM OTKa3a MPUHSATH TEOs Ha padoTy.

KommenTapuu, pasmenienue TBoux (ortorpaduii u apyrue IeHCTBUS MOTYT
HE MCYE3HYTh JAXKE IOCJE TOTO, KaK Thl UX yAalHIlb. Thl HE 3HACILIb, KTO COXpa-
HUJI 3Ty UHGOPMAIIMIO, ToMaja J OHA B MOUCKOBBIE CUCTEMBI M COXpPaHMIACH JIU
OHa, a TJIABHOE: YTO MOJYMAaIOT O TeOe OKpYy’Karollue JIIOJI1, KOTOpble HAWAYT U
yBUAAT 3T0. HailiTu nHpOpMAaIII0 MHOTO JIET CITyCTSI CMOXET J1I000# - Kak u3 100-
pBIX TOOYXKJIEHUH, TaK U ¢ HAMEPEHUEM NPUYUHHUTH Bped. DTO MOXKET OBITh KTO
YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE U(POBOM pemyTaAIINH:

1. [Toxymait, mpex e 4em 4To-To MyOJMKOBaTh U NepeiaBaTh y ceds B 0yiore
WIM B COLMAJIBHOM CETH;

2. B mactpoiikax mpo¢uias yCTaHOBM OTPAaHUYEHHUS HA MPOCMOTP TBOETO
npoduisi ¥ €ro COJIEPAKUMOro, cliesiail ero TOIbKO "ist npy3en”;

3. He pa3memiaii u He yka3biBail nH(OPMAIINIO, KOTOpPas MOKET KOTO-JIH00
OCKOPOJISITH MJIH OOMKATh.

ABTOpCKOE IPABO

CoBpeMEHHbIE WIKOJBHUKMA - AKTHBHBIE I0Jb30BATENN LU(PPOBOTO MPO-
cTpancTBa. OHAKO J1aJIeKO HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTUMH BO3MOXHO-
CTSIMHU LIU(PPOBOTO MUpPaA TPeOyeT COOIOIEHNUS ITpaB Ha MHTEJUIEKTYaJbHYO0 COOCT-
BEHHOCTb.

TepMuH "uHTENIEKTyadbHasi COOCTBEHHOCTh'" OTHOCUTCS K Pa3jIMYHbIM TBO-
PEHUSM YEJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETEHHH M 3HAKOB, 0003Ha-
YaroMMX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH, U 3aKaHUMBasg KHUTaMH, (OTO-
rpadusMu, KUHO(GUIEMaMU U MY3bIKAJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE MpaBa - 3TO MpaBa HA MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEJICHUS HAYyKHU, JIUTEPATYpbl U UCKYCCTBA. ABTOPCKUE MpaBa BHICTYNAIOT B
KaueCTBE TapaHTUU TOTO, YTO MHTEJJIEKTyaIbHBIA/TBOPUECKUI TPyl aBTOpa He Oy-
JIET HalpacHbIM, JACT €My CHpPaBeIJIMBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3yibTa-
TaxX CBOErO TPyJa, MOJIYYUTh U3BECTHOCTb U mpu3HaHue. Hukro Oe3 pasperieHus
aBTOpa HE MOXET BOCIPOU3BOJIUTH €r0 MPOU3BEACHHUE, PACTIPOCTPAHITh, MyOIny-
HO JIEMOHCTPHUPOBATH, MPOJIaBaTh, HMIOPTUPOBATH, ITyCKaTh B MPOKAT, MyOIMIHO
UCTIOJHSATH, MOKa3bIBaTh/UCIIONIHATE B 3Qupe win pazmeniats B UHTepHere.

Hcnonp3oBanue "mupaTckoro” mporpaMMHOTO 00eCIIeYeHUsT MOKET TTPUBEC-
TH K MHOTUM DHCKaM: OT MOTEPU JAHHBIX K TBOMM aKKayHTaM 10 OJIOKUPOBKH
TBOETr0 YCTPOWCTBA, I'/le€ YCTAHOBJIEHA HeJerajibHas nporpamma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIETalbHbIE M OECIUIaTHbIE MPOrPaMMBbI, KOTOpPHIE
MOKHO HalTH B CETH.

O nopraine

CereBU4OK.p( - TBOM TJIaBHBIM COBETYUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh
0 0€30MacCHOCTH B CETH MOHATHBIM U JOCTYTHBIM SI3bIKOM, a MPU BO3HUKHOBEHUH
KPUTHUYECKON CHUTyalluM OOpAaTUThCA 3a COBETOM. A TaKXe NPUHATH Y4yacTHE B
KOHKYpCax M CTaTh CaMbIM IU(GPOBBHIM IPAKIaHUHOM!
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